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Abstract: With the rapid development and wide application of big data technology, users’ unauthorized access to
resources becomes one of the main problems that restrict the secure sharing and controlled access to big data
resources. The ReBAC (Relationship-Based Access Control) model uses the relationship between entities to
formulate access control rules, which enhances the logical expression of policies and realizes dynamic access control.
However, It still faces the problems of missing entity relationship data and complex relationship paths of rules. To
overcome these problems, a link prediction model LPMDLG based on GNN dual-source learning was proposed to
transform the big data entity-relationship prediction problem into a link prediction problem with directed multiple
graphs. A topology learning method based on directed enclosing subgraphs was designed in this modeled. And a
directed dual-radius node labeling algorithm was proposed to learn the topological structure features of nodes and
subgraphs from entity relationship graphs through three segments, including directed enclosing subgraph extraction,
subgraph node labeling calculation and topological structure feature learning. A node embedding feature learning
method based on directed neighbor subgraph was proposed, which incorporated elements such as attention
coefficients and relationship types, and learned its node embedding features through the sessions of directed
neighbor subgraph extraction and node embedding feature learning. A two-source fusion scoring network was
designed to jointly calculate the edge scores by topology and node embedding to obtain the link prediction results of
entity-relationship graphs. The experiment results of link prediction show that the proposed model obtains better
prediction results under the evaluation metrics of AUC-PR, MRR and Hits@/N compared with the baseline models
such as R-GCN, SEAL, GralL and TACT. The ablation experiment results illustrate that the model’s dual-source
learning scheme outperforms the link prediction effect of a single scheme. The rule matching experiment results
verify that the model achieves automatic authorization of some entities and compression of the relational path of
rules. The model effectively improves the effect of link prediction and it can meet the demand of big data access
control relationship prediction.

Keywords: big data, relationship-based access control, link predication, graph neural network
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Figure 1 Feasibility analysis of link prediction for ReBAC optimization
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Figure 4 Directed enclosing subgraph Dgx(u, v)
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Figure 6  Graph neural network for topology feature learning
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Figure 7 Example of directed neighbor subgraph extraction and node
embedding feature learning
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RAFAARL I FREAS, AR SCH BENLRAFE S £ 46
MR EHE 7R = e RSk e BT A AR
J&, X R A FRECE R = e IE = e AT
Wy BJEiHHE AUC-PR. SRR HIBENLF
THEASLIRIBAT 3 Ik, FFE L 3.

F 1 BR TS EAT AT AUC-PR
SR RN B IE IS B A K HELE (DGL) H
A ERD AT BT 1S, RN Bk E TACT.
AR HERI L PMDLG 78 K% ¥ii4E
AR T HARARA, RERENT TR REEAR KEH
BHE4E, U FB15k-237 $#i4E. NELL-995
£ v2. v3 AR%E, AUC-PR {H T4 & 4
0.65%.

%=1 AUC-PR %

il SEER LS R U T A SO tH i IS h Fh A5 1
575 RUR AR S & AT 00 732 1A R
3.3.2 MRR #= Hits@N

AL — P HE 42 B DA 22 T A Y
LPMDLG, i%# MRR 1 Hits@N 1E NN HEFR,
IOV AT 2 ¢ REUR D TN A k. —
HHTHE SRR T

1, FINRE M BA = oH )T
IR WABAR RGO R, K, @I
B BT G N BUE s ARG, R
B — RIS BOEATHE Y, 19 21hZ = el AT
DUHER 5 X684~ = 02 F3 0 1E#f 45 R HE 4
SKALBB P HEEE] MRR 1; HEAN =T
HIEMHSE RHEAZ R B ANEE N, &IGHHERT N
A0S BB B B2 Hits@N s

£ 2. R 3 4HEART &M MRR
Hist@1 (B N=1) 4558, Hr, *FREdaaid &
TRZE X 284 AE 2 rp (R B R YRR AT BT A, 3RoR Bk
K H TACT.

%2 MRRZR
Table 2 MRR results

Table 1 AUC-PR results HimsE A R-GCN* SEAL* GralL** TACT** LPMDLG
i BA R-GCN* SEAL* GralL** TACT** LPMDLG V2 0637 0.621 0772 0984 0.988
WNI8RR
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FB15k-237
v3 6324 6952 91.68  97.10 97.83 V2 0.071 0.055 0.058  0.680 0.702
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V2 0.51 0.49 0.01 0.533 0.634
NELL-995
V3 0433 0462 0.007 0354 0.601

SEG 45 KB, LPMDLG i) MRR 1 H@1
BFRft THESHHRAL, Hp TREELER
KRB FB15k-237 F1 NELL995, MRR Al
H@1 febrtm E . X2l T LPMDLG M



©52- W25 55 (5 8 22 gl

3 AR TR S — R TR g
FAFATT s NFFIEXCIR(E 222 2], Hhp— g
ST 45 o R 4 T S e H AR 05 5 1 RS
Sy - RPN Al pe i NS R
R R, A SEEINAS A 6 RISHIH X 435
R 2 ST AR NIRRT 255 T 7 1A
(CRARFRFD WA GRARIEHD . AL E R E S
RIZ AT, R R R M AFE R
(B X 5. S 4b, #dE4E FB15k-237 Fil NELL-995
Lt WNISRR B & LK R, SLIG 45 R U B
LPMDLG X} T % R E 2 18 31T 1
WEARE, HEEHT 2K R/BAMEI T I 5L
PRI R T
333 HAkER

P9 BB AF 93 BB f (uor ) =W (e, , Db, »
AFEPIANRNEFE e, A b, » 53 BIXF LR FN 254
S S)FA RN ) SR A s R . NI UE R
SRR oy I B B, R S I 9 A i 56 )
LPMDLG 07 [0 P9 B 7 ¥ 0 320 Pl s 24 285 S 1)
EH . % 4 BoRANFETELE 3 NS LitkiTid
TR PRI 45 5 755 G MV BRI Sy
) JFIERMAT SN k. SRR,
LPMDLG 1321 Tt 24 SR e 4 » i SRR FH —Fh 7
W, TN R 2 B PG, W R A R
FE ) B FORF AT SRS 2], X 3 MRS
AT SRR, MRR {H. Hits@]1 2L 45
RIJMET LPMDLG XM AME. Pk, 1% mhsk
UG L UL JET PR INEE M AT SR RS
B, W —B i n5E THE
WG B SRHIE. 7 R SRR R
FOT T TR &5 FAER B s, A A T
SURNGMIEREVE S

3.3.4 ReBAC #UI T fe.2& R

DG UE I TN 25 FxF SEAR B S sh AL
fEI{L UL ReBAC KU OC RERAT IR, AL
BT ReBAC MU DT IS 5630E4T 40 BT

ReBAC MU VLA 25K SRA Je415 ReBAC
FIDU) 3247 DG T ) 7 HL A 1536 2 U P A e,
SRA JCé fE<s,r,a>—JudH, 73 AR EMA B,
VIAT A, R s X r PAT a BAERIUT G K
ReBAC —2MNZRIRN:  p=<stscrtre,c,d> o
w R type(s) =stNsEscNtype(r)=rtNrErc
<s,r>FcNaed, W=Jud<s,r,a>VLCEHN p,
ICANSRAE p .

AR VEECHLI R, type(s) = st F type(r) = rt
53 TN 32 AR S AR A5 T RN SR ) = Ak SR Y
sty BARRET RN ER KRR rt, ae A
FoRVIAT RIE TV AT RS A, FRALHT.
T RAIWI NI . s E sc flr Ere KR
Boigdt, 23 27 32 44 B 8 UL FC A0 00) b 25K 11
FARZA AR, K RREAE UL R R R 1 &
R IRAE < 5,7 >E c RARILEHAE, £xE
A AR RE W UL BT RN o BRI 2 R Bk AR . 5%
A VT FC AT 24 SR UTBC I Je Ok 2R B AR IR DT BT #24
5 L 58 B A 5 R O R ER AT B LG . LS
BRI 5K R S R, BRI 3 4
DT T 452475 1) O¢ 2R B A2 K B 2 AR S T T g
B AR

2 SRA ULECKEI p I5F, F44 s AT LUK KL
p XEAR r AT VIRAT N o, W = e BUE N,
LN SRA=T. [Att, /2 ReBAC M=o
HE R8N SRA=T & .

A% EMR  healthcare 45 6 4> Hut 415047

#F4 LPMDLG #=EHRR LIS 45 RATEL
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EAEITE S &N
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